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Work Flow for Issuer Side

Process



Information for Development of Demo
Applications

 Digital Locker Demo Citizen Portal (use
this to create demo account for testing)
https://developers.digitallocker.gov.in/

 Digital Locker Demo Partner Portal (use
this for doing required admin settings)

https://devpartners.digitallocker.gov.in



https://developers.digitallocker.gov.in/

Information for Development of Demo

Applications

» Issuer dedicated Repository API
Specification (for cases where Issuer docs

are aadhaar seeded)

https://imgi.digitallocker.gov.in/assets/img/digital locker dedica
ted repository (push) API specification vi 7 2.pdf

 Pull API Specification (for cases where

Issuer docs are not aadhaar seeded)

https://imgi.digitallocker.gov.in//assets/img/digital locker pull
API specification vi 3.pdf



https://digilocker.gov.in/assets/img/Digital Locker Requester API Specification v1 0.pdf
https://digilocker.gov.in/assets/img/Digital Locker Requester API Specification v1 0.pdf

Section 1: Access of Admin Account




Step 1- Access Partner Portal
https://devpartners.digitallocker.gov.in/public/login

Step 2- Login using issuer credentials entered while

reg 1sterin g (Please note that the login details are activated only once you

receive approval email on your registered email id and you have clicked on
activating link)

Organization

Sign in to continue DigiLocker

R TR—————



Step 3- Once logged in, you can view your dashboard like this. Field Issuer ID

is the one you need to use in Issuer ID/ Org ID field

@ ﬁ DigiLocker
Dashboard Dashboard

Uploaded CSVs

Organization Details
Verification Approval
Organization Name :

Shared Documents Address -

§ Issued Documents Email :

Settings < State .
District :
Pin Code :

Phone :

Nodal Officer Details
Name :
Designation :
Mobile :

Email :
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(‘? Diigital lndia 1.

Issuer Details

Issuer Id : > in.gov.india

Username :
Push Model :
Pull Model :

No. of Issued Documents :

Requestor Details

Fetch from Locker :

Save to Locker :

Verifier :

No. of Requested Documents :

No. of Verified Documents :



Section 2: How to configure Issuer API settings

1) Push API




Pre-requirements

* You'd need to have few URIs issued in
order to test the developed service

» There are three ways to push URI against
Aadhaar

— Manually upload csv file
— Directly push single URI through API
— Upload CSVs through API



Section 2.1: How to manually upload CSV



Step 1- Login to your Partner’s portal

Step 2- Click on Uploaded CSV tab on left panel

8 %y vigiLocker D= +

# Dashboard Dashboard

B Uploadedcsvs [

QOrganization Details Issuer Details
[y Verification Approval
Organization Name : Issuerid :
Shared Documents
< Address . Username :
B Issued Documents Email : Push Model :
& Settings 7 State : Pull Model :
District : No. of Issued Documents :
Pin Code :

Phone :



Step 3- Click on “Upload Files” button (Browse and select CSV file to be

uploaded). Uploaded CSV File will appear on the frame below 1t

S k = .
ﬁ & DlglLol_t:_kg_r

Uploaded CSVs

# Dashboard

B Uploaded CSVs

[ Verification Approval

< Shared Documents

I Issued Documents

## Seftings

Upload files &

Name

Uploaded Files: 2

™~

17 54 6 779.csv

1112 37 Ticsv

Check Sum

Active: 0

Queued: 0

Ao 2

Invalid: @

Uploaded on

Processed: 2

Size

174 Bytes

184 Bytes

Action

Step 4- After uploading, click on the process button (1°' ) in the action column to
process the csv uploaded

Bb

=[]



Step 5- In case of any error, same will be highlighted in the check sum column.
Clicking on the 1% action button again will result in list of errors encountered
while processing the csv file by clicking on Error section

ﬁ DigiLocker (?W4,,fm 2 .

@& Dashboard Tasks & Home - @ Task - Task Uploaded

B Uploaded CSVs

[ Vverification Approval
Uploaded File Details

= Shared Documents
Name Size Uploaded On Modified On Proccessing Status

B Issued Documents A7_54.6_T79.csv 174 Bytes ' : Processing Complete

£ Settings <

Success: Total inserted rows : 1

Error: Total not inserted rows : 1
Latest 20 Report data

Error Report
SL No.. Row No. Error Uploaded On

1 1 The Aadhaar field must be exactly 12 characters in length. 25-Apr-2016 23:47:23
The Doc Type ID field may enly contain alphabetical characters
The Document Number field may only contain alpha-numeric characters.
The Issued On Date is not valid formate. format shoule be (dd-mm-yyyy) or (dd-mm-yyyy
The Valid From Date is not valid formate, format shoule be {dd-mm [
The Valid To Date is not valid formate. format shoule be (dd-mm-yyyy) or (dd-mm-y
The Timestamp Date is not valid formate, format shoule be (dd-mm-yyyy} or (dd-mm-yyyy
The Action field can not exceed 1 characters in length.

Total rows in file : 2
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Section 2.2: How to Push URI through API

Pushing single URI through API is similar to uploading csv having one record
(format of the request is same as that of csv). Only difference is that the URI is
pushed directly to database. The pushed URI is processed instantaneously.



Section 2.3: How to upload CSV through API

This process 1s similar to one described in the earlier slides. Only thing 1s that the
manual process to upload csv can also be done through API. In case number of
csv files 1s not large, csv can be uploaded manually only.



Points to be noted-

1. To 1ssue doc against Aadhaar, please register on developer’s portal (link given in
slide above) and then link your Aadhaar by giving successful OTP

2. In doc type category , you can use a common doc type such as INCER (Income
Certificate). Please let Digilocker team know about your doc types required.
Team will analyse the list and suggest the suitable doc types. If required, new doc
type will be created (but not always)

3. The format of URI should be checked from the API document

4. Correct Org ID should be used in the URIs and elsewhere too.



Section 3: Configuring Demo Issuer API end point for

Digital Locker



For PUSH Model




Step 1- Access admin portal

Step 2- Click on Settings =>Repository APIs = Repository Services on left panel

Step 3- Click on “Add” button

bDIgILOCREI @m "

Repository serice:

@& Home - Repository - Services

W Daghboan

SI.No. APIID Description APl Access URL

s 3 Click here to add a
repository end

point.

Action




Step 4- A form will open having fields as per the screenshot below. Enter values
as suggested 1n the next slide

g %y DigiLocker (‘9wm N .

# Dashboard RepOSitOl’y

B Uploaded CSVs

Add New Repository Service Repository Configuration Example
[ Verification Approval

Repository Id*
<% Shared Documents P 2
CB2@15

B Issued Documents
Repository Description *

#+ Settings & CBSE 2815 Matric Result

Rest API Service URL *

http://demourl.gov.in/api/test

Rest AP Method Type * Content Type*

Post v XML v Post XML
Request Timeout * Retry Request *

10 2 1@ 2
API Key

AbCdefghIjKLmnOpQRsTUVIXYZ123456789

Enable Metadata

Yes No Yes No
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Provide following values in the Repository specification page —

Repository Id Any 5 character id.

Repository Desc Any text desc.

Repository API Service URL REST API Endpoint of Demo Issuer Repository
REST APl Method/Content Type POST/XML

Request Timeout Enter Accordingly

Retry Request Enter Accordingly

API Key Optional, but suggested to give some value for

security reasons .

Enable Metadata At present, “No” can be selected

*Note: keyhash field in the “Pull Doc Request API” should be treated as
optional and accept blank values e.g. keyhash=“". But if API key is
provided, then hash key is also required



For PULIL Model




Step 1- Access Issuer Portal as per steps in Section 1

Step 2- Click on Settings = Search APIs = Search Services on left panel

Step 3- Click on “Add” button

bDIgILOCREI @m "

Repository serice: @ Home - Reposiory - Sevices

¥ Dashboan
= 1
= SI.No. APIID Description AP Access URL Action
E
O Senngs = .
o e o Click here to add a

s repository end

E .

. point.




Step 4~ Access Issuer Portal as per steps in Section 1

) 5 Add Partner Services | 5tz X .‘\ n - a

€ - C' {3 https;//developers.digitallocker.gov.in/public/manager/partnerservices/add O @ - j
A Nigi -
E &DlglLocker @mw Lt
# Dashboard Search Services

B Uploaded CSVs

Add New Search AP| Example
« Shared Documents
Search API Id”* Search API Id
B !ssued Documents
Enter Short Code (maximum 5 char) CB20815
# Settings <
Search API Description * Search API Description
Enter Description CBSE 2015 Matric Result
Rest API Service URL * Rest APl Service URL
Enter Rest API Service URL http://demourl.gov.in/api/test
Rest APl Method Type * Content Type* Rest APl Method Type Content Type
Post v XML v Post XML
Request Timeout * (1n sec.) Retry Request * (on Fail.) Request Timeout * (In sec.) Retry Request * (on Fail.)
10 2 18 2
APl Key ( value to be passed ) APl Key ( value to be passed )
Enter API Key AbCdefghIjKLmnOpQRsTUVMWxyZ123456789
Aadhaar Name DOB « Document Type ¢ Aadhaar Name « DOB
add new field [ Aoplicats
pplication No APPNO 1234 [+

m v
b

Enter values in a similar manner as suggest in the earlier Push model slide. For
few extra fields, refer to next slide



3 Edit Search Services | Stat X - a

=

C' | & https://developers.digitallocker.gov.in/public/manager/partnerservices/edit/24 Q¥ @ % =
. A P -
! & DigiLocker Novoie, Lt~
Dashboard
astboar Rest APl Method Type * Content Type*

Uploaded CSVs Post v XML
Shared Documents Request Timeout * (1n sec. Retry Request* (on Fail.)

30 2
Issued Documents

APl Key ( value to be passed )

Settings <

test

¢ Aadhaar @ Name & DOB « Document Type

Sl.No label Keyname Example Action

1 User field UDF1 UDF1 n

2 USER Field UDF2 UDF2 n
Add new field n

Enter labe Enter key field Enter example

About | Statistics | FAQs | Resource Center | | Contact us

*Any of the four checkboxes can be selected (recommended) based on requirements. These
are basically user’s eKYC fields and will be un-editable to the user while searching. This
will ensure that user can pull only his/her doc

*By clicking on Add new field, other search parameters can be entered — Label is field
caption, keynote 1s attribute label, and example 1s placeholder. Also please note that all the
fields created will be mandatory to enter



Section 4: Common settings




The Repository configuration will look as shown in the picture below

Step 1- Click on Key Mapping button as shown below

ﬁ ﬁDigiLockgr

il Diashboang

I Uploaded &5

= Snanec

& Semrgs

B Repchiory AP

Repository semices

§L.No.

APIID

qwewe

Description

test

APl Access URL

hitps:/123.123.23.13/test

@ DigitalIndio J | p v

g Home - Repository - Services

B Add
Action



Step 2- Provide following values

Mime Type = mime
Base64 String = docContent
URI=URI (only in case of Pull API)

¥ (§Pighocker

: Repository sewices

Service Response Key mapping

Sap ez

W Reposecey APY Mime Type (Assigned Keyname)*
B = " =
m Cocumer Tys Doc MIME type Keyname

B Ssarch AR

B Search Senaces Base64 String (Assigned keyname)*

B sarace sci e : PDF/Image Base64 string Kename

& Home

@Dwrmw 1 pryati =

Repository

Services

Key Mappings



Section 5: Testing the API




W
Y
k.-

Step 1- Test the API Service by clicking on the Test button

d,DlglLocker @w L
Repository & Home - Reposiory - Senices
§l.No. AFIID Description APl Access URL Action

1 gwewe test hitps:/123.123.23.13/test F4 i B %]

Step 2- In case of Push API, enter the URI and test the service. In case of Pull model,
enter the search parameters and then check the result. Along with that test the URI
fetching also as in case of Push API. It is highlighted that in case of Pull API, access
of document by searching and by entering URI both have to be tested. Search is meant
only for first time and next time onwards it’d be URI based access only

Step 3- Once the API is tested successtully (tabs become green), click on the publish
button shown next to the test button. Once published, services can only be
Activated/De-activated by you. For unpublishing, please contact the DigiLocker team



Step 4- Once the service 1s published, Add a Document Type mapping by clicking
on “Document Services” link under “Settings” on the left pane. Then click the

“Add” button on the “Document Services” page.

g ﬁDigichker @Wm R -

Q E+ELG

il Dasnbomn
SI.No Document Type Repository Service di

-
]
& St
B Ceperin S
B Ssarch AR



Step 5- Select the requisite Document Type and service (which 1s published). Also,
note that there 1s no need to create different services for all the doc types and only
one 1s sufficient for all. In shot, there can be one to many mapping between API
service and doc types created but not the other way around.

J ;5DocumentTypeREp:|5it: X'-\ - g
€« C' | & https://developers.digitallocker.gov.in/public/manager/doctyperepomapping/add w @ s =
# /8§ DigiLocker 3mp,ﬂ,,ﬂ,, Lan-
& Dashboard Add Doctype Repository Mapping

B Uploaded CSVs
Document Type *

=3 Shared Documents - Document Type — v
B !ssued Documents Repository Service *

--- Repository Service --- r
& Settings <

Allow this document type to be associated with multiple Aadhaars




Thank You



